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Installation Instructions
For Windows Users

Installing the VPN Client

1. Download the Cisco AnyConnect VPN Client for Windows installer from:

o Select one of the following:
[ )

vpn.uh.edu - this is for users that need to access UH secure network resources off campus

,

Efy Login

Please enter your username and password.

GROUP: UHVPN v
USERNAME: jcougar |
PASSWORD: l.... ......... |

Login

full-vpn.uh.edu - this is for users that need access to web-based journals and databases by UH
Libraries

v
: ‘T'\) Login
Please enter your username and password.

GROUP: full-vpn
USERNAME: | UHVPN-services

PASSWORD: | two-factor-vpn

v

Login 1

2. Enter the Cougarnet credentials.

3. Click Login.


https://asa-cc.uh.edu/+CSCOE+/logon.html
https://asa-pgh-full-vpn.uh.edu/+CSCOE+/logon.html?reason=12&gmsg=48554943412D6672656976707266#form_title_text
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4. Click the AnyConnect VPN link to download the software.

alalrn AnyConnect Secure Mobility Client

Cisco

@ WebLaunch Manual Installation

Web-based installation was unsuccessful. If you wish to
Platform install the Cisco AnyConnect Secure Maobility Client,

4 - Detection you may download an installer package.

Install module(s) below in the listed sequence.
Platforms supported: Windows 7 SP1 or newer
# -.Java Detection
AnyConnect VPN

Alternatively, retry the automatic installation.
- Download

Help Download

5. Double-click the AnyConnect.exe file. (Note: You may encounter a Security Warning screen and must click Run
to proceed.)
6. CIICk Next. #8) Cisco AnyConnect Secure Mobility Client Setup @

Welcome to Cisco
AnyConnect Secure
Mobility Client Setup
Wizard

The Setup Wizard wil install Cisco AnyConnect Secure
Mobility Client on your computer. Click Next to
continue or Cancel to exit the Setup Wizard.

< Back [ Next > ] [ Cancel

‘ﬁ Cisco AnyConnect Secure Mobility Client Setup

End-User License Agreement / £
]
-

Flease read the following license agreement carefully

7. Accept the terms of the License Agreement.
8. Click Next.

Supplemental End User License Agreement é
for AnyConnect® Secure Mobility Client v4.x
and other VPN-related Software

IMPORTANT: READ CAREFULLY
This Supplemental End User License Agreement ("SEULA") contains

additional terms and conditions for the Software Product licensed underthe _

() I accept the terms in the License Agreement

@) I do not accept the terms in the License Agreement

Advanced Installer
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ﬁ Cisco AnyConnect Secure Maebility Client Setup

£

Ready to Install ’

The Setup Wizard is ready to begin the Typical installation 4

-
-
L/

Click "Install” to begin the installation. If you want to review or change any of your
installation settings, dlick Back™, Click "Cancel” to exit the wizard.

9. Click Install.

Advanced Installer

< Back ][ 'S'Install ] [ Cancel

10. Once the VPN Client is installed and the message below appears, click Finish.

Completing the Cisco
AnyConnect Secure
Mobility Client Setup
Wizard

Click the Finish button to exit the Setup Wizard.

< Back Cancel

Note: If you get a User Account Control screen asking if you want to allow the following program from an unknown
publisher to make changes to your computer click Allow or Accept.
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Connecting to the UH VPN

1. Launch the Cisco AnyConnect Secure Mobility Client.
If you don't see Cisco AnyConnect Secure Mobility Client in the list of programs, navigate to Cisco > Cisco
AnyConnect Secure Mobility Client.

2. Click Connect.

’_ﬁ Cisco AnyConnect Secure Mobility Client — X

W P

Ready to connect.

3. Enter the following information and then click OK:
e Username: your COUGARNET ID
e Password: your COUGARNET password

9 Cisco AnyConnect | full-vpn.uh.edu X

in- Please enter your username and password.

Group: full-vpn .

Username: | | ‘

Password: | |

oK Cancel

4. Once the VPN connection is established, a message displays in the lower-right corner of your screen, informing
you that you are now connected to the VPN.

-
= onnected: full-vpn.\
_—

m Cisco AnyConnect




UNIVERSITY of

HOUSTON

UNIVERSITY INFORMATION TECHNOLOGY

Disconnect from the UH VPN

1. Inthe notification area, click the Cisco AnyConnect icon if it is displayed. Otherwise, go to your list of programs
and click Cisco AnyConnect Secure Mobility Client.
2. At the prompt, click Disconnect.

Connected to full-vpn.uh.edu.

full-vpn.uh.edu Disconnect

00:35:59 IPv4

Note: If you disconnect from UH VPN you will be required to re-enter your password for reconnections.
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For Mac Users

Note: ONLY Mac OS 10.9.x and newer versions are supported by the CISCO AnyConnect software.

Installing the VPN Client

1. Download the Cisco AnyConnect VPN Client installer for Mac from:

o Select one of the following:
[ ]

vpn.uh.edu - this is for users that need to access UH secure network resources off campus

5o
:Iy Login

Please enter your username and password.

GROUP: UHVPN v
USERNAME: jcougar ]
PASSWORD: essssessase

Login |

o full-vpn.uh.edu - this is for users that need access to web-based journals and databases by UH
Libraries

.
\‘Ij\J Login

Please enter your username and password.

GROUP: full-vpn v |

USERNAME: UHVPN-services

PASSWORD: »two-factor-vpn 1
| Login |

2. Enter the Cougarnet credentials.

3. Click Login.


https://asa-cc.uh.edu/+CSCOE+/logon.html
https://asa-pgh-full-vpn.uh.edu/+CSCOE+/logon.html?reason=12&gmsg=48554943412D6672656976707266#form_title_text
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4. Click the AnyConnect VPN link to download the software.

afuafi. AnyConnect Secure Mobility Client

cisco

f'} WebLaunch Stanuay

Web-based installation was unsuccessful. [f you wish to
install the Cisco AnyConnect Secure Mobility Client, you
may download an installer package.

Platform
" Detection

Install module(s) below in the listed sequence. Platforms
supported: Mac ©S X 10.9 or newer

+| = Java Detection
AnyConnect VPN

Alternatively, retry the automatic installation.
- Download

Helg Download

5. If you get a DMG file double click the file.

anyconnect-

macos-4...-k8.dmg
6.3 MB

6. Double-click the AnyConnect.pkg file to start the Cisco AnyConnect Installer wizard.

b

anyconnect-
macos-4.4.0...ploy-k9.pkg

7. Click Continue.
8. Click Agree.

- Inala‘ll AnyConnect Secure Mobility Client [

To continue installing the software you must agree to the terms of
the software license agreement.

Click Agree to continue or click Disagree to cancel the installation and
® Lic quit the Installer.

in

Dey e

Ins . 5 £
Read License Disagree Agree

Ing

s informaton, Inchuding, Bt not imited 15 ha oparaling systam typa snd varsion; fie maisdata

ummary and identifiers such ss SHA-256 valves; network host data: origin and nature of malware;
Endpont GUIDs (globally unique identfiers); Internet Protocel (1) addresses: MAC
addresses; logfies; the types v applications instalied on @ network or an Endpoint;
2nd any aggregate or damograpnic data such as cookiss, web logs, web beacans, and other
similar 2ppiications.

“Ordering Document” means the purchase order o similar agreement between You and Cisco
or You and an Approved Source, or the valid terms of any purchase order accepted by Cisco,
e for by

“Ordering Guide" means the Cisoo AnyConnect Secure Mobilty Gient Ordering Guide,
“Personal Information” means any information that can be used o identfy an indvidual and

thiah may include an indvidual's name, scéress, emal address, phone number, payment card
] L] . number, and user name.

CIsCO » e

Go Back

Continue
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9. When the Welcome window displays, click Continue.

® @ Install Cisco AnyConnect -
Welcome o the Cisco AnyConnect Installer

You will be guided through the steps necessary to install this

# Introduction software.

Destination Select

Continue

10. Select your hard drive as the destination where you want to install Cisco AnyConnect and then click Continue
if you receive this screen.

® ‘@ Install Cisco AnyConnect ")
Select a Destination

Select the disk where you want to install the Cisco

® Introduction
AnyConnect software.

© Destination Select

Installation Type -
Installation |
Summary

948.65 GB available
998.88 GB total

Installing this software requires 15.6 MB of space.
You have chosen to install this software on the disk " -

Go Back Continue

11. Click Install to perform a standard installation of the software.

[ X5 ‘e Install Cisco AnyConnect =3
Standard Install on ” -

This will take 15.6 MB of space on your computer.

® Intreduction
@ Destination Select Click Install to perform a standard installation of this software
on the disk * -
& Installation Type
Installation
Summary

Change Install Location...

Customize Go Back Install
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12. At the prompt, enter your administrator account password for the Mac and click Install Software.

~~ Installer.app is trying to install new software. Type

I . your password to allow this.

Username: John Doe

Password: {--.....| |

Cancel Install Software

13. When the software has finished installing, click Close.

L K¢ @ Install Cisco AnyConnect. a

The i ion was

@ Introduction

@ Destination Select
» Installation Type
© Installation

© Summary The installation was successful.

The software was installed.

10



UNIVERSITY of

HOUSTON

UNIVERSITY INFORMATION TECHNOLOGY

Connecting to the UH VPN

1. To launch the VPN client, open your Applications folder and navigate to Cisco > Cisco AnyConnect Secure
Mobility Client.
2. Click Connect.

0@ AnyConnect NI
Secure Mobility Client CISCO

VPN:
Ready to connect.

a Connect

3. Enter the following information and then click OK:
e Username: your COUGARNET ID
e Password: your COUGARNET password

n Please enter your username and password.

<

Group: full-vpn
Username: jdoe

Password: eeeeceee

Cancel OK

4. Once the VPN connection is established, a message displays, informing you that you are now connected to the
VPN.

«}1:1]1.  Cisco AnyConnect Secure Mobility Client
CISCO Connected: full-vpn.uh.edu

11
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Disconnect from the UH VPN

1. Click the Cisco AnyConnect icon with a small lock.

2. Atthe prompt, click Disconnect.

[ NON AnyConnect it
Secure Mobility Client CISCO

VPN:
Connected to full-vpn.uh.edu.

Disconnect

IPva

Note: If you disconnect from UH VPN you will be required to re-enter your password for reconnections.

12
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Linux (Ubuntu)

Install and configure AnyConnect

1. Download the Cisco AnyConnect VPN Client for Linux installer from:

o Select one of the following:
e vpn.uh.edu - this is for users that need to access UH secure network resources off campus

Xc
4 ) ‘J Login

Please enter your username and password.

GROUP: UHVPN v
USERNAME: jcougar 1
PASSWORD: t- ...........

full-vpn.uh.edu - this is for users that need access to web-based journals and databases by UH
Libraries

L A’l Login
Please enter your username and password.

GROUP: (ulvpn v |
USERNAME: m—]

PASSWORD: | two-factor-vpn |

Look,

2. Enter the Cougarnet credentials.

3. Click Login.

4. Download and copy the file to your desktop. Ubuntu Desktop

f ) R —"
1@‘ .:‘ *

. -
.‘:".‘ . a .
E ".:_. anyconnect - . -

"~ linux64-4.4.01054- -~
core-vpn-

5

\ >
) -~ webdeploy-k.sh

13
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5. Open Terminal. Drag the file into Terminal. Remove the quotes and type sudo in front of the file location. Click
Enter.

Y-

ds001@ds001-VirtualBox: ~

ds001@ds001-VirtualBox:~S$ sudo /home/ds001/Desktop/anyconnect-1inux64-4.4.01054-
core-vpn-webdeploy-k9.sh

6. Type your password and installation should begin.

7. Installation is done when you see the following.

ing Cisco AnyConnect Secure Mobility Client...
Extracting installation files to ftmp/vpn.uRecl3/vpninst843528333.tgz...
narchiving installation files to /tmp/vpn.uRecl3...
Starting Cisco AnyConnect Secure Mobility Client Agent...

ds001@ds001-VirtualBox:~$ [

14
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Connecting to the UH VPN

1. Open the search bar and search for Cisco. You should see the Cisco icon. Click to open.

2. Click Connect.

Cisco AnyConnect Secure Mobility Client

& Connection | @ Statistics | & About
]
CIsco
Connect to: s
| % connect |
Ready to connect.

15
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3. Enter the following information and then click Connect:
e Username: your COUGARNET ID

e Password: your COUGARNET password

W Connection | @ Statistics & About

CIsCoO
Connect to: v | |
Group: v
Username:
Password:

Connect

Please enter your username and password.

4. You should now be connected to UH VPN.

16
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Disconnect from the UH VPN

1. Click on the Cisco icon to open the connection box.

Ubuntu Desktop

2. The connection box will open. Click Disconnect.

x Cisco AnyConnect Secure Mobility Client

¥ Connection | @ Statistics & About

TN IIr
CISCO

Connect to: ,JJ

Group:
Username:

Password:

Ya Disconnect

Connected to full-vpn.uh.edu

Note: You are now disconnected from UH VPN and will be required to re-enter your password to reconnect.

17
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Android

Install and configure AnyConnect
1. Go tothe Google Play Store and search for Cisco AnyConnect.

2. Choose the AnyConnect app and tap Install.

@ = 496%M010:45

Cisco Q

» /Connect

=~  AnyConnect
Cisco Systems, Inc.
€ Everyone

INSTALL

L2000

Dowmioads 022 Business Similar

For Android 4.0+ and later devices.
Connect to your network with
AnyConnect.

READ MORE

3. If prompted, tap Accept to give AnyConnect permission to access other apps.

N AnyConnect

needs access to

Device & app history

Photos/Media/Files

Wi-Fi connection
information

Device ID & call v
information

18
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4. Tap OK and accept the license agreement if one is presented.

AnyConnect

Supplemental End User License
Agreement for AnyConnect® Secure
Mobility Client v4.x and other VPN-related
Software

IMPORTANT: READ CAREFULLY

This Supplemental End User License
Agreement (SEULA) contains additional
terms and conditions for the Software
Product licensed under the End User
License Agreement (EULA) between You
(You as used herein means You and the
business entity you represent) and Cisco
(collectively, the Agreement). Capitalized
terms used in this SEULA but not defined
will have the meanings assigned to them
in the EULA. To the extent that there is a
conflict between the terms and conditions
of the EULA and this SEULA, the terms
and conditions of this SEULA will take
precedence. In addition to the limitations
set forth in the EULA on your access and
use of the Software, You agree to comply
at all times with the terms and conditions
provided in this SEULA. DOWNLOADING,
INSTALLING, OR USING THE SOFTWARE

AAKCTITIITES ANPEDTAMNE AC TUE

Cancel 0K

5. Choose to add a new VPN connection by tapping Connections.

oE

e AnyConnect

B VIRTUAL PRIVATE NETWORK

AnyConnect VPN
Disconnected e ——

Connections
No connection

Details

6. If the Advanced Preferences screen displays, tap Add a New VPN Connection.

e Advanced Preferences

Add New VPN Connection

19



UNIVERSITY of

HOUSTON

UNIVERSITY INFORMATION TECHNOLOGY

7. Enter the following information:
= Description: label the configuration with a unique identifier (for example, UHVPN)
= Server Address: enter one of the following

e vpn.uh.edu - this is for users that need to access UH secure network resources from off campus

e full-vpn.uh.edu - this is for users that need to access web-based journals and databases licensed
by UH Libraries

e Connection Editor

Description
UHVPN

Server Address

Advanced Preferences
Change advanced certificate and protocol settings

Cancel Done

8. Tap Done.

20
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Connect to UH VPN
1. Open the AnyConnect app.
2. Tap the AnyConnect VPN Off slider button.

3. When prompted for your username and password, enter the following and then tap Connect:
e Username: your COUGARNET ID

e Password: your COUGARNET password

AnyConnect

Please enter your username and password.
Group:

F |
Username:

Password:

[[] show password(s).

Cancel Connect

4. If you see a message seeking your attention, tap OK.

Allow connection

AnyConnect is requesting
permission to set up a VPN
connection that will allow it to
monitor network traffic. Only
allow this if you trust the source.

An icon will be shown at the top

of your screen while the VPN is in
use. Allow?

CANCEL OK

5. When you are connected to VPN, the AnyConnect app shows the VPN as turned on.

(S-S

“\, AnyConnect

a VIRTUAL PRIVATE NETWORK

AnyConnect VPN
Connected m

Connections
UHVPN

Details

21
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Disconnect from UH VPN

To disconnect from the UH VPN, open the AnyConnect app and tap the On button. It toggles to Off, disconnecting your
device from the UH VPN Service.

Note: If you disconnect from UH VPN you will be required to re-enter your password for reconnections.

22
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Install and configure AnyConnect

1. Go tothe Apple App Store and search for Cisco AnyConnect.

2. Choose the AnyConnect app and tap get to install.

wan0 ATAT & 13:33 ¥ arnlr

Back |i'| E=

. Cisco AnyConnect 4+

@ Cisco Syslems, Inc.

4 o

- GET
oviows clated

3. Tap Open and accept the license agreement if one is presented.

4

. Click Allow.

“AnyConnect” Would Like to
Send You Notifications

Notifications may include alerts,
sounds, and icon badges. These can
be configured in Settings.

Don’t Allow Allow

23
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5. Choose to add a new VPN connection by tapping Connections.

*eaco ATET LTE 323 PM

AnyConnect

a VIRTUAL PRIVATE NETWORK

AnyConnect VPN
Connections No Connections

Details Disconnected

wlvaln
Cisco

A & 0O 0

Homa Diagnastics Apout

6. If the Advanced Preferences screen displays, tap Add a New VPN Connection.

@ App Store 7 1:40 PM

< AnyConnect VPN Connections

Add VPN Connection...

24
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7. Enter the following information:
= Description: label the configuration with a unique identifier (for example, UHVPN)
= Server Address: enter one of the following
e vpn.uh.edu - this is for users that need to access UH secure network resources from off campus

e full-vpn.uh.edu - this is for users that need to access web-based journals and databases licensed
by UH Libraries

eeecc ATAT LTE 3:25PM T 73% W

Cancel Add VPN Connection  Save

Description
Server Address

Advanced

8. Tap Done.
@ App Store = 1:43 PM
Cancel Add VPN Connection
9. Tap Save. »
Description
Server Address

Advanced

25
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10. Tap Allow.

“AnyConnect” Would Like to
Add VPN Configurations

All network activity on this iPhone may
be filtered or monitored when using
VPN.

Allow Don't Allow

*

26
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Connect to UH VPN

1. Openthe AnyConnect app.
2. Tapthe AnyConnect VPN Off slider button.

3. When prompted for your username and password, enter the following and then tap Connect:
= Username: your COUGARNET ID

=  Password: your COUGARNET password

oo ATRT LTE .2 2:52 PM T 84% W

Cancel Authentication  Connect

Please enter your username and

password.
Username: shasta
Password: sessssssnee

ASDFGHUJKL

ZXCVBNM

4. When you are connected to VPN, the AnyConnect app shows the VPN as turned on.

sseco ATET [TE BFH 3:30 PM

AnyConnect

ﬂ WVIRTUAL PRIVATE NETWORK

AnyConnect VPN ()

Connections UHVPN

Details Connected

27
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Disconnect from UH VPN

To disconnect from the UH VPN, open the AnyConnect app and tap the On button. It toggles to Off, disconnecting your
device from the UH VPN Service.

Note: If you disconnect from UH VPN you will be required to re-enter your password for reconnections.

28
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Troubleshooting

First, check that you have installed the correct client for your computer. If you still have problems connecting, please
continue reading.
1. Connect to the internet

To connect to the VPN server, you must be connected to the internet first.

2. Try again later

If your VPN connection was working recently and has suddenly stopped, the server may be down temporarily,
unavailable or too many users are connected. Try again later.

3. Failing to verify username and password
e CougarNet Account: To log into any University system or computer your account must have a valid
Cougarnet account.
e Username: Log in with your Cougarnet and password.

e |[f that doesn’t work, verify the credentials by logging into AccessUH. If the password doesn’t work, reset
it at www.uh.edu/password.

4, Error message
e There are several error messages that can appear when a VPN connection is unsuccessful.
e They usually have a number like ‘Error 721’. By searching for this error message and number online, you

can often find what it means and why it has appeared. Also, you can often find out how other people have
dealt with the problem themselves. Try Google.

e Quite often, it a configuration or software version incompatibility on your home computer that you should
update.

e Built-in PPTP clients on all OS's aren't supported on the new VPNs.

5. Check VPN settings
Verify your VPN configuration settings OR delete and reinstall the client from this page.

6. At what stage does it fail?

e If you are sure all your settings are correct, think about the error message you have received (if any) and
see if it relates to any of the issues listed below.

e The number of possible problems can be reduced by watching how and when the connection attempt
fails.

e [f it fails as it is trying to connect (i.e. before the 'verifying username and password' stage) then see the
'Failing to connect?' section below.

e If you can connect but cannot login successfully, then see the 'Failing to verify username and password?'
section below.

7. Failing to connect?
e Firewall settings

o Some software firewalls have been known to stop users connecting to our VPN server, especially
if the settings are too 'restrictive'.

29
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o You can usually tell if it is your firewall causing the problem by turning it off and trying again.
e Router / Firewall firmware version

o Out-of-date 'firmware' versions on ADSL routers are one of the most frequent causes of VPN
problems.

o If you are using an ADSL Router or Firewall device to connect to broadband at home, and are
getting the error message 'Error 800 - Unable to establish the VPN connection' when you try to
connect, then you should check that the router's software or firmware version is up to date.

o The manufacturers of these devices often develop the latest firmware versions and make them
available for download from their own websites. Download and install the latest available
firmware code for your model of Router and try to connect again. (Note: this does not usually
apply standard ADSL modem devices.)

o Often some older versions of router firmware are not programmed to cope with running multiple
VPN connections at the same time. If you have more than one computer connecting to VPN
behind your router, check that the router firmware is capable of this and try upgrading it to the
latest firmware version.

e |SP's VPN availability
o Some Internet Service Providers (ISP) restrict certain traffic or network ports over their service.
o If protocols are not supported, or VPN is blocked by your ISP, you will not be able to connect.

e Using NAT

o If you are using an ADSL router and have Network Address Translation (NAT) set up, this can
cause problems if two people try to connect at once.

o Some routers can still detect which computer to send the two separate sets of traffic to and
some can't. Firmware updates may improve this.

8. Unexpected disconnections
e Automatic timeouts: We do not have any timeouts from the VPN server side, but your VPN connection
will terminate if your internet connection stops or your computer powers off.

e Server busy: The server can only support a limited number of concurrent users and can occasionally get
too busy. This may cause your connection to stall or disconnect unexpectedly. If you suspect this is
happening too frequently or for days at a time, report the problem to the IT Service Desk.

9. Contact the IT Support Center
Call or Text Us: 713-743-1411
Email Us: support@uh.edu
Live Chat: uh.edu/livechat
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